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1
Decision/action requested

SA3 is kindly requested to accept this pCR for inclusion into the TR 33.843
2
References

[1]
3GPP TS 33.303 Proximity Based Services (ProSe); Security Aspects
3
Rationale

The present pCR proposes to resolve the Editor’s Note that says that the text should be aligned with TS 33.303 [1]. Concretely, the following changes are proposed:

· Removing the Editor’s Note.

· Removing text that is about EPC level discovery authorization and involves an application server outside the EPC.

· Adding text that refers to clause 6.1 of TS 33.303 to state that the ProSe Function is in charge of the service authorization and that SA3 might study to re-use this mechanism for REAR.

Additionally, text referring to authentication is removed because another KI that deals with authentication was already introduced.
Some editorial changes are proposed as well.
4
Detailed proposal

*** Beginning of changes ****
5.1
Key Issue #1: Authorization for indirect 3GPP communication

5.1.1
Key Issue details

Based on the requirements of TS 22.278 [2], the following issues from TR 23.733[3] are considered:

-
How does the network authorise whether a UE can act as an eRelay-UE?

-
How does the network authorise whether the eRemote-UE can access the network through an eRelay-UE?



In TS 33.303 [6] clause 6.1 security of authorization for ProSe Direct Discovery is described. In this clause the ProSe server is in charge of providing the service authorization. It should be studied whether this case can work similarly: a 3GPP network entity could also be possibly in charge of authentication and authorization, e.g. MME or ProSe Function and may be involved for authorization (and authentication) when an eRemote UE accesses network through eRelay UE over PC5. 
5.1.2 
Security threats
As the eRelay UE is a commercial terminal, the possibility of misbehaving eRelay UE is increasing compared to a public-safety only Relay UE. If a malicious eRelay UE which is not authenticated or authorized exists, this may lead to a number of threats and attacks:

1. Impersonation of a relayed user or network (injection of user-plane data);
2. Eavesdropping of the user's communication;
3. Replaying user/network communications;
4. Offering a relay service while preventing some/all packets from transiting the relay;
5. Using the relay service to unnecessarily undermine the privacy of the user.

If an eRemote UE with subscription connecting to network indirectly is not authenticated, the illegal eRemote UE may misuse or abuse the network resource by indirect accessing network, and causing attacks to the operator network. The other procedures such as establishment of PC5 connection or discovery of eRelay UE need also to guarantee an eRemote UE is authenticated, otherwise the illegal eRemote UE will discover or communicate with any eRelay UE.   

If an eRemote UE is not authorized when connecting to network through a certain eRelay UE even it is authenticated, the unauthorized eRemote UE would waste the relay resource of eRelay UE, take up control resource of network, prevent the eRelay from providing relay service for authorized eRemote UE, or prevent the eRelay UE from performing as a regular UE.

5.1.3
Potential security requirements
eRelay UE shall be authorized by the network when providing eRelay Service.

eRemote UE shall be authorized by the network when connecting to network via the eRelay UE.

*** End of Changes ***
